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The foiled plot in Germany indicates that European jihadi networks show key flaws that hinder evolution.
Event Summary
On 2.30pm Tuesday afternoon German police arrested three German nationals, one Turkish (age 29) and two German converts (age 22 and 28), at a vacation apartment in Medebach-Oberschledorn, North Rhine-Westphalia. German officials reported that the group had discussed targeted 'US-assets in Germany', particularly the US Air Base at Ramstein, the US Barracks at Hanau, US EUCOM in Stuttgart, and discos, pubs, and airports used by US army personnel and citizens. The reported method of attack was co-ordinated car bombs. The three men were also reported to have trained in Pakistan, where the Turkish member of the group had contact with an Uzbek militant group called the Islamic Jihad Union, whose name the group adopted themselves.

Detailed Analysis and Forecasts
The intercepted plot does not demonstrate an evolution in capability of European jihadi networks.
The arrests were widely described (after quotations from German officials) as foiling an 'imminent' and 'massive' plot. The intent was undoubtedly serious. However the facts about both cases that have been revealed to date suggest that the plots were compromised by weaknesses similar to those of previous failed networks. In other words, we have not seen any evolution in the aptitude of European jihad networks here, just another failed example of a flawed leadership capability.If the cell members had been able to proceed unhindered, then perhaps the resulting attack could have been 'more devastating than Madrid or London'. However for this to happen the cell had to achieve many things first that they could not or did not. Getting 700kg of hydrogen peroxide is not very hard - other bomb components are significantly harder to acquire. Learning to combine these components and detonate them in a field in Pakistan is also not the most important threat indicator. The problem this group could not overcome, as with others before it, is doing so undetected in the city suburbs of Western Europe or Britain, and learning to successfully improvise components such as detonators that are under strict control in Western European countries.In this case, the German cell was rendered harmless before it ever became a threat. Cell members had been under observation for several months and in one case several years. Their conversations (including telephone conversations to Pakistan) had been monitored, and the peroxide itself had been switched for a harmless substance during the surveillance. The group's actions indicate a certain laxness in its organisational security; they were observed driving around the Ramstein Air Base (several disrupted networks have been observed conspicuously photographing targets such as military installations and nuclear power plants), and they appear to have held long debates (also monitored) about what to attack.

Currently the risk of attack is moderated by flaws in leadership within jihadi networks. 
The deficiencies of the group arrested in Germany concern organisation, logistics and operational secrecy. An Exclusive Analysis report profiling 30 leaders in European networks identified that in most cases, including successful cases such as the 7 July London attacks, young, self-radicalised leaders of jihadi groups in Europe were missing these same key leadership functions. They were able to reach back to a 'web' of other militant leaders, sometimes in Pakistan, to acquire these functions, and indeed this appears to be what the German cell did. Such a leadership model carries inherent weaknesses. Even if the knowledge and experience of senior combat veterans is transmitted effectively, which is not necessarily the case, as subsequent mistakes made by European jihadi cells show, the necessary frequent face-to-face meetings, wide contacts, discussions, and trips abroad can incur a large degree of risk in terms of exposing the younger, self-radicalised component to detection. Although the internet enables secure communication if you use the right tools, the more practical leadership functions that the self-starting European cells lack, particularly bomb making and logistics, need to be learnt through doing in to improve the chances of success. Until then the risk is moderated by the fact that a group such as the Madrid or London bombers need substantial amounts of luck to evade detection long enough to carry out an attack.

European jihadi networks will likely evolve better organisational leadership in a gradual 'survival of the fittest' fashion; attack targets are likely to be chosen in order to maximise human fatalities.
The surviving elements of the core al-Qaeda network are highly skilled at running a closed network and minimising disruption in the event of arrest. The cost for the core network has been its lack of direct involvement in operations since 9/11. In fact the concept of decentralised, non-hierarchical and self-starting networks was encouraged by thinkers such as al-Qaeda strategist Abu Mus'ab as-Suri to ensure the core leadership could run a closed network in order to survive after the 9/11 attacks, and that the jihad could survive without their operational engagement. For the threat level posed by European jihadi networks to evolve beyond its current state requires a leadership that has learned these lessons, and can impose on its followers the sort of disciplined organisation that the jihad movement's predecessors have learnt. The fact that such precedent exists is our reason for forecasting that the group will overcome its organisational deficiencies, even though doing so involves throwing away part of al-Qaeda's post-9/11 'rulebooks'. If this leadership does emerge, it is likely to do so gradually and from within Europe; we believe the networks are observing and learning from each other (as demonstrated by the mimicking and elaborating on forms of attack such as co-ordinated car bombs) but also that their learning set is flawed given what they are able to access through Western and Islamist media. If and when the evolution happens then terrorist attacks are likely to become much more frequent with targets selected in order to maximise human fatalities such as nightclubs and transport bombings.

