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Introduction

Thank you Dr. Vradenburg and members of the Essential Technologies Task Force for this opportunity to speak before you today.  Your outreach to industry and a range of policy experts has been exemplary.  The substance of today’s meeting shows how much you have accomplished since our first meeting with the Task Force in November.  It is our belief that major programs like PAX 2.0 and the Administration’s multi-billion dollar cyber-security initiative will surely benefit from the recommendations of this group.
Key Recommendations

Today, I would like to highlight three key recommendations that should underpin efforts in the Department of Homeland Security to acquire essential technologies.  These include:

1. Apply a strategic framework to show how the many complex acquisition programs at DHS can be explained to the American public and integrated in a way that enhances our national security.  

2. Leverage industry involvement through appropriate governance mechanisms.
3. Develop and train the people who make the acquisition system work.
Strategic Framework.  DHS should develop a single, integrated view of the global movement system on which our national security and economic well being depend.  A framework would respond to Congressional requests for a strategic view of the department and its mission while providing DHS employees and industry partners a common vision of the end state.  This framework would help guide decisions about the DHS investment portfolio, enable greater buy-in from the private sector, and provide greater transparency for the broader stakeholder community, to include the Congress.  The Global Movement Management (GMM) white paper previously provided to the Task Force is such a framework.

The Department’s Quadrennial Homeland Security Review should be used as a device to translate the framework into clear priorities for the Department.  The annual budget process would then further refine these priorities into specific resource levels by program and project.  Now is the time to incorporate a strategic vision into the QHSR planning, which is presently underway for execution in early 2009.
Governance.  Collaboration is required between the public and private sector to achieve the DHS mission. Governance structures that include commercial interests as well as relevant government agencies enhance the quality of planning, oversight, and execution when implementing essential technologies.  DHS should continue to invest in structured, inclusive, and timely dialogue with the private sector using the industry councils and other FACA approved mechanisms at its disposal.  Substantive and timely discussion with industry at a sufficient level of detail will improve the flow of information between government and the private sector.

The DHS Management System set forth in the newest National Strategy for Homeland Security should be modified to move Technology, which is first mentioned in the latter half of the process, to a prominent role in the strategic planning and design phase.  Alignment between DHS strategic goals and the technology that enables achievement of these goals is essential.  This will be possible only if a discussion of technology is embedded in Departmental strategies that take into account underlying assumptions, context, tradeoffs, and necessary resources.  Therefore, the technology acquisition process should begin earlier in the DHS Management System to better assure alignment with subsequent steps.
Three models for improved governance of large projects and broad based investments involving multiple acquisition programs are working in government today.  These include: the interagency Technical Support Working Group, the DHS CBP Automated Customs Environment, and NATO’s Program of Work on Defense Against Terrorism.

1. The Technical Support Working Group operates as a program element under the Combating Terrorism Technology Support Office.  Core funding for TSWG technology is provided by the Department of Defense and State Department.  Over a dozen department level agencies participate in TSWG’s technology work, but it is underused by DHS.  TSWG is a type of technology venture capital function that is focused on combating terrorism.  DHS S&T funds some projects through TSWG, but DHS could find greater opportunities to leverage multi-agency mission requirements through this function.
2. The Department of Homeland Security’s Automated Customs Environment (ACE) is CBP’s effort to move from a paper based trade system to an electronic system.  ACE handles 650M transactions per day and is the largest assured transaction system in the world.  It is based on open standards technology and market leading middleware.  The ETTF should consider recommending that DHS leverage the ACE infrastructure – now in its sixth year – using a best practices approach from the financial industry where an open standards and SOA-based approach are common.
3. NATO’s Program of Work on Defense Against Terrorism was established after 9/11 as a means to leverage ally investments in technology that can be used to protect civilians against terrorism.  This program remains an untapped resource for DHS in terms of international options for effective technology acquisition.  Programs such as the Secure Border Initiative require technologies that the PoWDAT works on.  The ETTF should consider recommending that DHS S&T and overall technology acquisition authorities identify cost-saving options that include multi-lateral efforts among allies, like the PoWDAT.
To enable more effective governance, DHS also should take a practical step to create a family of models to test how new technology could work and what likely effects it will have on critical performance measures of efficiency, security, and resilience.  Modeling and simulation have now progressed to the point where it can help “bench test” policies, business processes, and technology in very complex operational environments. This would allow DHS to assess the pros and cons of operational performance, work process impact, and financial performance using a joint model for risk between public and commercial sectors before actually moving to the “build” phase of essential technology implementation.

Finally, given its broad base of stakeholders and operational partners, DHS must prioritize standardization and interoperability in acquiring new technologies.  The Interagency Board for Equipment Standardization and Interoperability (IAB) was founded by the Department of Defense and the FBI for this purpose, but DHS is not actively engaged in this potential governance asset.  The IAB has the participation of local, state, and federal government organizations.  It is designed to establish and coordinate local, state, and federal standardization, interoperability, compatibility, and responder health and safety for any incident by identifying requirements for an all-hazards incident response with a special emphasis on Chemical, Biological, Radiological, Nuclear or Explosive (CBRNE) issues.  This Task Force should consider including the IAB as an important technology acquisition mechanism for DHS in meeting its strategic goal of standardized and interoperable capabilities where appropriate.

Human Capital.  People make the DHS acquisition system go.  Any plan for improvement should include investment in strategic human capital including the right number of people, training, and adequate tools to accomplish their mission.  Training should be designed to help acquisition professionals help operating unit leaders accomplish their mission.  This will require that DHS develop a trained and expert cadre of acquisition officers who understand what their internal customers need to do and how the acquisition officers can help their clients get it right. 

A practical example of this approach in action exists today at the Pentagon’s Defense Acquisition University (DAU).  The model is well worth considering.  Undersecretary Schneider has found ways for DHS personnel to participate in DAU programs.  This should be considered a valuable beginning to borrow from a well developed technology acquisition framework established by DOD and develop new approaches to serve the unique needs of DHS while developing a deep bench of talented acquisition personnel amid the ranks of career DHS employees.

Summary

The Department’s acquisition of essential technologies would benefit from a strategic framework to provide a common vision of the many complex acquisition programs and priorities at DHS; industry involvement through appropriate on-going governance mechanisms; and better trained people who make the acquisition system work.

Thank you.
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